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Executive Summary
Nowadays, companies have various agencies, customers and suppliers all over 
the world. These entities exchange data daily in the form of large files or in the 
form of digital media (CDs, DVDs, USB, etc.). These exchanges are essential for 
the proper functioning of the companies and to respect their production deadlines. 
It was found that confidentiality and exchanged data compliance were important 
also. 

Currently, most companies have no consistent system at their disposal for exchanges 
among their various entities. The various currently used exchange solutions are:

� E-mails: Simple to use, they are suitable only for small files and do not, in any 
case, offer a guarantee of compliance. Moreover, they are inadequate for elements 
requiring a confidentiality guarantee and cannot usually transfer files over 5 to 10 
MB. Some solutions such as PGP provide e-mails with a secure layer but they are 
much too complicated to implement and spread and reach their limits when files 
size exceeds 100 MB.

� FTP servers: Too complex to use for non-expert users (IP addresses, passwords, 
interfaces with too many menus and options and so on.), they require computer 
teams ongoing management when hosted internally. Furthermore, this 
management includes authorizations for various accounts, cleaning directories, 
sending passwords in case they are forgotten, creating user accounts and so on.

When they are hosted on Internet servers, they can be slow and sometimes 
unavailable. They also require frequent contact with hosts dealing with account 
management and access privileges.

In any case, FTP does not easily provide confidentiality nor does it guarantee 
compliance. Transferred data is exposed when hosted and freely accessible to any 
employee working for a host. 

On the other hand, no track is kept reliably on the date, time or sender during or 
after data transfer (sending/reception), which is a real problem in case of dispute or 
conflict due to corrupted files. Such conditions do not allow accurate determination 
of responsibilities.

Finally, in the case of data found on CDs or DVDs, although FTP is adapted to 
send large contents, the lack of guarantees and the need to generate ISO images 
of the media before sending make the task difficult or impossible for a layman (a 
technical expert is required to deal with the matter).

� File storage Web services: Although easier to use than FTP, they suffer the same 
disadvantages and prove to be slower because of the unreliability of http protocols 
and of bandwidths that are often too low on web servers offering such services.

� Courier delivery: This remains the best means in most companies� opinion of 
sending graphic files and media.
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Unfortunately, courier or other carrier delivery is dependent on geographical 
distances and is particularly slow on the international scale. Yet, delivery deadlines 
are often crucial. They can quickly turn out to be a hindrance to productivity.

They also represent a significant cost which, applied to the number of copies 
passing through each year, represent a considerable cost. 
As it turns out, they cost - in the case of the big communication agencies groups 
for example, nearly one million Euros a year.

How to innovate?

In order to provide the end user with a new solution for data exchange, innovation 
will have to be introduced. The issues below must be addressed in a user friendly 
manner to give the user a quick, efficient and completely satisfactory data transfer 
software.

� Secure the authentication: The solution should provide a very secure and reliable 
authentication method. Logins and passwords are far too insecure. Strong 
authentication based on digital IDs (certificates) doubled with hardware storage 
and locking devices should be implemented.

� Exchange any media: The solution should enable the end user to cut down all the 
shipping costs and courier expenses related to the exchange of CDs and DVDs.
The large bandwidth rates available nowadays are quickly increasing. In the years 
to come, transferring Gigabytes through internet will be common thing.

� Avoid middle servers: Suppressing the middle or storage server should
drastically reduce the time spent on transferring from site to site. A peer-to-peer 
connection would provide an utmost exploitation of the flow from sending to 
reception. Besides, the hassle of storage space management and data storage 
confidentiality would be saved. Finally, all the possible network failures should be 
handled automatically by the software.

� Secure the transmission: Confidentiality during transmission should be a 
mandatory feature. High encryption levels should be used.

� Maximize task automation: Transfer software should automatically manage tasks
such as finding the recipient�s networks and addresses, ISO image creation, 
compression, signature, encryption and transfer. Furthermore, an ergonomic 
interface providing comprehensive training for end users should be provided to 
offer them an intuitive usage experience.

� Provide reliability and compliance: After each shipment, a tamper-free 
compliance proof should be issued reliably and archived. It should at least include 
the following information:

� Identity of the sender and recipient.
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� Date and time of transmission.

� Details of the transmitted data (name, extension, size).

� Compliance certification of the data.

� Avoid software installation: Software installation should be avoided when 
possible. Usually, it�s a constraint to the end user and most of the time it requires 
administrator permissions which obviously most users don�t have. The software�s 
propagation and efficiency highly depend on its deployment process.  The easiest, 
the best. Web browser based technologies such as client side scripting or Java 
Webstart technologies seem to be the best choice. 

NAXFER, easy, secure, compliant

NAXFER is a software package that takes full advantage of peer-to-peer (P2P) 
technologies and provides users with a safe transfer solution for heavy contents 
in a simple and intuitive way. By using this new approach to data transfer, 
NAXFER brings innovation to the desktop end user. 

The advantages offered by NAXFER to any company that frequently needs to exchange 
media, large graphic elements or simple files with its subsidiaries, partners or customers 
are numerous:

� Maximum security: NAXFER takes advantage of strong authentication 
technologies through X509 certificates. This specificity allows NAXFER to guarantee 
the identity of a sender much better than with a password, and to protect against 
increasingly common hackers� connections. 
Information concerning users� identity and private keys are stored on HASP USB 
dongles from Aladdin. NAXFER can also store private keys into any PKCS11 
compatible USB smart card.

� Automatic media transfer: NAXFER automatically achieves CD, DVD, Blue-Ray 
and HD DVD dematerialization before sending and recovers them on the reception 
side. NAXFER does not require the installation of burning software such as Nero or 
Roxio but uses his own integrated DROPPIX burning engine.

� Peer-to-peer architecture: Performance and confidentiality are ensured by 
NAXFER�s peer-to-peer architecture, allowing one to get rid of intermediates, 
delays and slowness due to the use of middle storage servers. The data is never 
stored anywhere and goes straight from the sender�s computer to the receiver�s.

� Confidentiality: NAXFER also offers a high level of confidentiality, using the AES 
encryption algorithm with 256-bit AES keys. This algorithm is the most robust and 
powerful allowed on the market in this day. The data is encrypted during the 
transfer but also on the receiver�s hard drive.
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� User friendly, suitable for all: NAXFER interface was designed to allow sending 
and verification operations in 3 or 4 clicks. No computer knowledge is necessary. 
The sender does not need a password, or IP addresses. A Web Directory is used to 
search and import recipients. Visual message notifications automatically report the 
arrival of data to their recipients; they can follow the progress of reception in real 
time.

� Reliability and compliance: Guarantee of compliance after reception. With 
NAXFER, you will no longer need to worry about the corruption of non compliant 
media files. In fact, NAXFER integrates tamper-proof compliance certificates based 
on hashprints and digital signatures. These compliance certificates are issued after 
each transfer and allow guaranteeing accurately at any time the contents, 
timestamping and identity of a sender. 

� Ultra simplified deployment: NAXFER�s virtual routing technology allows it to 
integrate automatically your network equipment (firewall, proxies, etc.). Sending and 
receiving data on your workstation requires no intervention on routers and firewalls 
and does not impact your network architecture. No installation is required on 
reception side because NAXFER uses Java Webstart technology to launch its 
applet. Finally, NAXFER runs on most operating systems: Microsoft Windows 
2000+, Linux or MAC OS X 10.5.

Features and technical details

Overview

NAXFER comes with 3 interfaces. However, it has to be installed on the sender�s 
computer only. The recipient does not need to install the software because it will 
launch automatically from a weblink in the browser whenever he receives data. 

NAXFER provides 3 interfaces :

� Sender interface: It�s used to send files, folders, CDs, DVDs, Blurays and paper 
documents. It digitalizes any media automatically and handles connexion losses. 
This interface needs to be installed.

� Reception interface: First of all, it�s freeware. It�s used to extract the received 
files and folders and to print the digital documents. The received data is stored in 
an encrypted and compressed format on the recipient�s hard drive. In full version, 
it enables the received CDs, DVDs and Blurays automatic burning. 
Thus it comes in two flavours:

- The simplified interface (Java Webstart) needing no installation.
- The full interface needing installation on the recipient�s computer.

� Configuration interface: It�s used to configure NAXFER�s advanced features 
such as proxy detection, authentication certificates management and 
whitelists/blacklists settings. 
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The reception is done in the background by a service (Windows) or daemons (Linux 
or MAC) which leaves the user full control over his desktop and does not interrupt his 
work.

Authentication

NAXFER establishes a SSL tunnel between the sender and the recipient. This 
tunnel verifies the identity of both sender and recipient. The authentication is a 
strong two-factor authentication.

Sender authentication: The sender�s authentication is done with X509 certificates 
(RSA) stored into the user�s HASP USB Token (smart card) or into PKCS12 files. It�s a 
strong two-factor authentication. 

Recipient authentication: The recipient�s authentication is done by default with a public 
X509 certificate delivered with the recipient interface. However, if more security is 
needed, the user can import his own X509 certificate from a PKCS12 file.

Finding the recipient: NAXFER has no need for IP adresses to locate the recipients. To 
locate the recipient, the sender uses an internet directory (public or private) that is 
updated automatically by NAXFER. A password dedicated to each company protects the 
access to the directory. J&S CONCEPT can also investigate and verify a recipient�s 
identity and signal its status to the directory.



NAXFER

Easy secure media transfer software

Network protocols and confidentiality

Data transmission through internet is the heartbeat of NAXFER technology.
NAXFER detects automatically private and public networks and switches between 
two connexion modes.

Two connexion modes :

� Direct mode: This mode is used when the sender and recipient are in the same 
local area network or whent the sender sets the recipient�s IP address manually. It 
establishes a TCP connexion directly from the sender to the recipient and mounts 
a VPN/SSL tunnel over it. This mode is not advisable when both sender and 
recipient are not in the same local area network because it would require settings 
on the recipient�s firewalls and routers.

� �Virtual router� mode: This mode uses a � virutal router � on the internet or in a 
DMZ to establish the connexion : 

Outgoing TCP connexions are established to the virtual router on port 443, through 
the proxy if needed. The sender and recipient both establish the same outgoing 
connexions. Then a VPN/SSL tunnel is negotiated between the two peers through 
their relayed TCP connexion. At the end, all the flow going through the virtual router 
and in the VPN tunnel is kept secret event from the router himself. The first benefit of 
this TCP connexion on port 443 is that it�s allowed in most companies and that it does 
not involve a security breach. It�s similar to a browser�s HTTPS connexion. 








